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Abstract 

The predominance of terrorism in the twenty-first century has become a 

primary concern for western societies and governments, as well as a 

dominant focal point for international organizations that ensure security 

among the world. The magnitude of this issue has led to an overwhelming 

amount of research about the different components of terrorism, including 

the dynamics of recruitment and radicalization into terrorist groups. These 

constitute the primary steps of the connection with the defense of the jihad, 

and there has been established a link between terrorism and the Internet, as 

terrorists have been known to use the cyber grounds to allure individuals 

into their beliefs and incite violence among them. Therefore, the present 

working paper will focus on the ways terrorism gains by way of the Internet, 

through the dynamics of online recruitment into terrorist groups and 

organizations and the processes of radicalization, while analyzing a vast 

variety of terrorist content online, in the format of propagandistic magazines 

or training manuals, among other aspects. 
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Introduction 

Terrorism is, without any doubt, one of the greatest challenges that the 
world has struggled with since the beginning of the new millennium. Despite 
its origin tracing back to previous times, the 2000s were intensively marked 
by the first major terrorist attack to occur in the United States, on September 
11, 2001, which symbolizes the beginning of the attack against the West. 
Since then, there was a clear shift in the international scene, as an 
unpredictable and dangerous threat had inserted itself among western 
societies, instilling severe fear. 

When it comes to understanding this phenomenon, I believe it is important 
to observe what Muslim scholars consider to be jihadism. The goal of the 
jihad is to proceed with the establishment of a just social order, which is to 
be achieved through acts of violence. The jihad can be divided into different 
struggles: (1) “struggle by the heart and soul” that relates to fighting evil 
spiritually; (2) “struggle by the tongue and pen” that concerns the spread of 
the Islamic word; (3) “struggle by the hand” which includes the engagement 
in political actions or protests; and finally, (4) “struggle by the sword” which 
comprises the active participation in armed conflicts. The last type of 
struggle is the best representative of the jihad, as in Sunni Muslim culture, 
the meaning of jihad relates strictly to “Islamic warfare”, which relates to 
fighting with the clear purpose to kill (Holtmann, 2014, p.140). 

While keeping that in mind can help understand this phenomenon, it is also 
important to point out that there is no consensus in the academic literature 
regarding a clear definition of terrorism, as this concept does not have a 
single definition that braces all of its factors. However, one of the most 
significant contributions to the definition of this concept was made by Alex 
Schmid, a scholar of excellence in the field of terrorism that states (Schmid, 
2011, p.61): 

“Terrorism is an anxiety-inspiring method of repeated violent action, employed 
by (semi-) clandestine individual, group, or state actors, for idiosyncratic, 
criminal, or political reasons, whereby – in contrast to assassination – the 
direct targets of violence are not the main targets. The immediate human 
victims of violence are generally chosen randomly (targets of opportunity) or 
selectively (representative or symbolic targets) from a target population, and 
serve as message generators. Threat and violence-based communication 
processes between terrorist (organization), (imperiled) victims, and main 
targets are used to manipulate the main target (audience(s)), turning it into a 
target of terror, a target of demands, or a target of attention, depending on 
whether intimidation, coercion, or propaganda is primarily sought.” 

Therefore, it is clear that the intent behind the conduction of incredibly 
violent terrorist acts is “psychological and symbolic, not material”. Terrorism 
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desires to foster fear in a community of people, whether that is an ethnic or 
religious group, a specific country, a government or even a political party. 
There is an intimate relationship between the acts of terrorism and the 
aspiration to make people feel frightened, anxious and terrified. Whatever 
the target audience of such terrorist attacks is, this desire remains strong, as 
fear is what terrorists mostly aim to impose on the people who are on the 
receiving end of the attack. Gearty believes “a pure terrorist act results in 
everyone recoiling in horror, with the words ‘it could have been me’ etched 
on their mind”, giving a clear example of the massive role fear plays into the 
purpose of those conducting the attacks (Richards, 2013, p.12-13). 

Terrorism can be perceived as a doctrine of alarm, coercive political 
violence and intended direct violent action without any sorts of legal or moral 
restraints that is deliberately designed to affect mainly civilians and non-
combatants. Terrorist acts can vary significantly, as the violence can be 
used in terms of single-phase acts where bombings and armed assaults are 
included, dual-phase incidents such as kidnapping, highjacking and other 
ways of holding someone hostage in order to exert coercion on them, and 
even multi-phased actions like secret detentions, torture and even murder. 
As the definition above shows, it is crucial to remember that the primary 
victims of the terrorist acts are not their ultimate target, as they serve as a 
generator of the rhetoric of terror and fear directed at the general public, 
starred by such shockingly detrimental violence (Schmid, 2011, p.86-87). 

Besides that, it is crucial to comprehend how the terrorist networks operate, 
as there is a very clear need to give continuity to the thread of terrorists that 
are willingly leading and committing attacks, since some attacks result in 
their own deaths, as I will explain further. On that account, this working 
paper will try to depict the online activity of terrorist groups and 
organizations that comprehend various purposes: the recruitment of new 
members and the consequent process of radicalization that include loads of 
propagandistic material that convinces and incites violence and brutality 
among them. These processes are recurrently carried out through the online 
realm, as the Internet is a very commonly used means for terrorist groups 
and organizations to captivate the eyes of people wandering through the 
web as they present the jihadist doctrine. 

As we know, the Internet is a powerful instrument in today’s society for 
many different reasons, for it can be used for various motives, variating on a 
broad spectrum from communication to purchasing illegal equipment. As it is 
argued by Castells and Cardoso (2005, p.11), “the network society is a 
hyper social society (…)”, which goes back to the idea of 
interconnectedness attached to everyone on the online sphere. The concept 
of the Internet includes all communication, activity or content that takes 
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places on the World Wide Web and online structures, including social media 
and networks (RAND, 2013, p.2). Therefore, when discussing the role that 
the Internet displays on the radicalization processes of people, Cornish 
(2008, p.3) discusses that there is an innate struggle with the identification 
of the digital footprint of such radicalization movements. In order to better 
understand what exactly is the process of radicalization through the Internet, 
one can point out that it is described as “a process whereby individuals 
through their online interactions and exposures to various types of internet 
context, come to view violence as a legitimate method of solving social and 
political conflicts” (Bermingham, 2009, cited in RAND, 2013, p.2-3).  

However, independently of how much terrorist activity is spread online, it is 
important to make clear that the Internet has not replaced the need for 
individuals to meet in person with the terrorist groups and organizations that 
have shown him the path to the radicalization stage. Many times the Internet 
is the starting point of radicalization that is continued afterwards, when 
people are already acquaintances and meet in person (RAND, 2013, p.3). 

1. Processes of Radicalization 

In order to understand terrorism, it must be made clear that terrorists are 
people who get radicalized and consequently recruited into performing 
extreme acts of violence, by making a personal choice to pursue this type of 
conduct. Therefore, it can be stated that: 

“Terrorism … is the ultimate personal choice. The reasons someone picks up a 
gun or throws a bomb represent an ineluctably deeply idiosyncratic decision 
born variously of grievance and frustration; religious piety, the desire for 
systemic socioeconomic change; irredentist conviction; or commitment to 
some utopian or millenarian ideal. Joining an organization in pursuit of these 
aims is meant to give collective meaning, and equally important, cumulative 
power, to this commitment. The forces that impel individuals to become 
terrorists are thus timeless. And perhaps most significant, they defy broad 
generalizations predicated on poverty, illiteracy, relative deprivation, or other 
socioeconomic and demographic factors that purport to explain what drives 
individual men and women into this realm of political violence.” (Smith & Alarid, 
2020, p.183). 

Radicalization is a distressing phenomenon that can affect every single 
society in the world, as it can manifest among all kinds of religious 
communities. Radicalization is considered the process through which people 
start adopting extremist beliefs, which are usually aligned with an 
ideologically charged motivation to oppose the status quo, whether that be 
the values and norms of the western civilization, supremacy of a certain 
religion or even ideologies that put human rights and the liberal democratic 
principles at stake. This process can oftentimes result in violent actions 
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(Neumann, 2013, cited in Baugut & Neumann, 2019, p.1440-1441; 
Neumann, 2013, p. 874).  

Radicalization can comprehend two different models: The first is identifiable 
as cognitive radicalization, which encompasses one’s perception of crises 
due to political discrimination can produce a “cognitive opening that may 
render an individual more receptive to alternative views” (Wiktorowicz, 2004, 
p.7, cited in Baugut & Neumann, 2019, p.1441). During the process of 
cognitive radicalization, individuals are increasingly characterized by 
ideologically politicized beliefs and emotions that entail the whole idea of 
portraying the western civilization as the “enemy” and channeling so much 
hatred towards whoever opposes the jihad (Neumann, 2013, cited in Baugut 
& Neumann, 2019, p.1441). These negative sentiments are either fabricated 
or strengthened by propaganda and news covered by the mainstream 
western media that entail an overall negative perception of Islam (Frindte et 
al., 2012; Heeren and Zick, 2014; Neumann et al., 2018, cited in Baugut & 
Neumann, 2019, p.1441).  

This type of radicalization is perceived as a prerequisite for the other model 
of radicalization, which is violent radicalization. In this concept, individuals 
are willing to use violence, through various forms, including the prosecution 
of terrorist attacks (Moghaddam, 2005; Neumann, 2013; Sageman, 2004, 
cited in Baugut & Neumann, 2019, p.1441-1442). The most radical and 
aggressive form of terrorist attacks is suicide terrorism, as pointed out by 
Kruglanski et al., in Baugut & Neumann’s work (2019). When discussing 
suicide terrorism, it is imperative to stress that suicide terrorists do not hope 
to survive the mission, as the attack requires their deaths in order to be 
successful, which is why they often times rely on booby-trapped cars or 
suicide vests (Pape, 2005, p.10). This form of terrorism is generally much 
more destructive than other terrorist attacks, for a terrorist who is willing to 
die in an attack they have planned is much more likely to complete it and 
create plenty of damage and harm. The suicide element of these attacks 
helps guarantee the perpetuity of terrorism, as martyrs will be inspired by 
their brothers and will follow their steps. Besides this, the involvement of 
suicide makes this type of terrorist attacks highly credible, as it passes the 
idea that terrorism is, at its last instance, completely unavoidable. As people 
realize that terrorists will willingly put their lives at stake and purposely go 
through with the attack while knowing that they will die in the process, a 
bigger sentiment of fear arises among them (Pape, 2005, p.22-23). 

Becoming a martyr can be considered the final stage of the violent 
radicalization phase, as terrorists are often exposed to harsh propaganda 
that relates to the afterlife, and promotes dying as a martyr to be a granted 
breakout from the possibility of going to hell. The work of Baugut & 
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Neumann actually concluded that the constant consumption of brutal and 
violent propaganda has influenced terrorists to be entirely convinced that 
dying while carrying out a terrorist attack would be the only way to ascend 
directly into “Heaven” and not have a painful death (Baugut & Neumann, 
2019, p.1454). 

However, there is no consensus regarding the final phase of the 
radicalization process, as some may view it as a cognitive phenomenon that 
culminates in drastically different ideas about society, while others choose to 
believe that it can only be assessed in the actions that result from those 
ideas, which can end up being severely violent (Neumann, 2013, p. 874). 
Therefore, Horgan and Borum have declared a separation between one’s 
extremist political beliefs and one’s violent political actions, and have implied 
that these phenomena should be addressed separately. This is due to the 
fact that there are terrorists who do not carry strong political beliefs, which 
leads to the idea of extremism not being a condition for alignment with the 
jihad (Neumann, 2013, p. 879). 

Ingram points out that terrorist propaganda contributes to the radicalization 
processes, through an interaction of identity, solution and crisis. In this 
theoretical sense, identity is considered a set of values that come from a 
certain historical narrative that acts according to a specific reality. This 
determines the way individuals perceive the world around them, as the 
values that define them act “…as a standard or criterion for guiding action, 
for developing and maintaining attitudes towards relevant objects or 
situations, for justifying one’s own and other’s actions and attitudes, for 
morally judging self and others, and for comparing self with others”. As the 
construction of identity can be shaped by psychological and sociological 
factors, the process of radicalization that focuses on identity construction 
can take into account influence by factors such as “perceptions of crisis” and 
“solutions”. The first are a main driver of radicalization as they tend to be 
marked by uncertainty, the breakdown of tradition and external influences, 
which converge together to create perceptions of crisis that expose the need 
in individuals to come up with solutions (Ingram, 2017, p.359-360). 
Radicalization is a response to many triggers of perceptions of crisis that 
show in an individual’s mind violence as a solution to such crises. The 
narrative that is present in terrorist propaganda finds a guiding line in the 
exposure of a division between the identity of the group and the others who 
are perceived as evil. This goes along with the premise that the terrorist 
group or organization should be supported since they assume the role of the 
protectors which will confront their common enemies and give glory to the 
jihad (Ingram, 2017, p.360).  

2. Dynamics of Online Terrorist Recruitment 
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Furthermore, it is important to address the process of online recruitment, 
since we ought to understand that without recruitment processes, acts of 
terrorism would not exist. This is simply because there is a constant need 
for new people to join the jihad. It is the recruitment process that sets all 
elements of a terrorist army, including suicide bombers, executioners, and 
so on. Since the primary goal of the jihad is to become a martyr, most 
terrorists – especially suicide bombers – are willingly signing up to die in the 
name of the Islamic faith. But how do people get recruited into extremist 
terrorist groups or organizations? And why would anyone be willing to 
commit to do such terrible crimes? This is what I will be approaching now. 

The cyber field has become in the latest decades a very useful instrument 
for terrorists’ recruitment processes, as the Internet is a safe space for 
terrorists to come allure people into their cause, by providing a specific type 
of rhetoric that praises their work and their role as believers. Therefore, 
terrorists catch people’s attention and initially establish a relationship with 
the public targeted, since they mostly feed off of their desire to belong to a 
group. The Internet provides the perfect platform for information to be easily 
gathered and accessed by potential recruits and for broader and more open 
communication channels among the members of the group or organization. 
However, the Internet is not the place where they directly recruit terrorists, 
as there is a long way to be traced from one supporting the terrorist 
convictions and actually engaging in violent activities (Weimann, 2007, p.47, 
p.50; Fighel, 2007, p.34). 

Terrorists use the cyber grounds to explore possible candidates to be 
recruited, by profiling and selecting the people they believe would most 
likely be willing to join the jihad. This is only possible as the terrorist group or 
organization captures information regarding the users that are browsing 
through their website and then proceed to contact them about their interest 
in the group or organization. As there is some control on the Internet aimed 
at tackling extremist networks, terrorists will only use the platform on very 
early stages of recruitment, in order for the communication to not appear 
suspicious. But what happens after the terrorists have selected a specific 
person if they have to keep all activities low profile due to security agencies 
and counter-terrorism forces being on the lookout for irregular activities 
online? The potential recruits will be provided with several religious decrees 
and commandments, training manuals regarding “how to become a part of 
the global jihad movement”, as well as loads of propaganda acts (Weimann, 
2007, p.52). Terrorists may also provide maps, photographs, directions, 
codes and even technical details regarding instructions on how to use 
explosive weapons (Weimann, 2006, p.13-14). Then, if the recruit responds 
positively to what has been presented to them and therefore, begins to be 
more and more invested in the jihad, they are then guided through a maze 
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of secret chat rooms, including specific software, such as PalTalk, which 
allows its users to speak freely without being monitored and restricted 
(Weimann, 2007, p.52). 

However, this process of recruitment can also be initiated by the potential 
candidate who shows personal interest on the terrorist group or organization 
and therefore proceeds to contact them through their chatrooms, e-mail 
addresses or online forums. In this phase, the recruiter will assess the 
recruit’s trustworthiness, reliability and responsibility by assigning some 
small missions to them. This is where the radicalization process begins, as 
there is a commitment on behalf of the recruit to do the tasks that were 
asked of them as a way to show the desire to join the group or organization 
and to commit to its mission. These tasks can vary, but usually in the early 
stages of recruitment, they will be along the lines of taking pictures, 
conducting some operations that concern intelligence-gathering, setting off a 
fire alarm or calling in a bomb threat, for instance. During this early process 
of recruitment, the recruit is exposed to psychological elements that 
highlight how important their contribution to the cause would be and how 
valuable they are to the group or organization. This element points to an 
extremely important part of the whole issue of radicalizing the youth into 
terrorist groups and organizations – the feeling of belonging into a group – 
as usually, the younger generations struggle deeply with the need to belong 
to a group where they feel valued, worthy and significant. Terrorists take 
advantage of this intrinsic need among the youth in order to entice them into 
the terrorist cause (Anderson, 2020, p.14, p.16). 

Thus, the recruit is conditioned, tested and groomed through a gradual 
immersion into the terrorist group’s ideology, where after surpassing 
successfully some simple tasks to gain the recruiter’s trust and to show the 
recruiter how helpful to the organization’s mission they can be, there is an 
upgrade on the tasks required. There is now a higher and bigger demand for 
the missions to be conducted by the recruit, in order to test their loyalty to 
the cause and to see how far they are willing to go for the jihad. This could 
now mean that the recruit could be asked to kill someone or to carry out a 
terrorist attack against a certain group of people (Anderson, 2020, p.14, 
p.17). 

The process of grooming and conditioning of new recruits into actively 
participating in any sort of terrorist activity often involves lessons present in 
the Quran, as an instrument that helps the progress in the radicalization. 
The religious passages contain messages of dehumanizing unbelievers and 
calling for violence against the enemies, which can incite some violence 
among the new recruits. This can result in the arise of feelings of anger, 
frustration and bitterness that completely dominate the new recruit’s mind as 
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they proceed to engage in violent acts, for religious, political, ideological or 
racial reasons (Anderson, 2020, p.16). 

If there are people who start sympathizing with a terrorist cause based upon 
the information that is provided by the websites and online forums, it is 
important to take a look at the rhetoric that is presented in such places, so 
we can better understand what leads to the radicalization of people. In the 
websites of such groups and organizations there is usually information 
regarding its historical background, as well as biographies of the leaders, 
founders and overall personalities that severely impacted the group or 
organization. Also, there are mentions to what the primary aims and goals of 
the group or organization are, alongside with the highlights of the group or 
organization’s most remarkable activities conducted in the past. When 
stating the group or organization’s aims, often times there is an assessment 
of criticism and condemnation of their enemies, as they mostly take a critical 
approach of who opposes their views and beliefs as their most common 
strategy to gain the attention of potential recruits (Weimann, 2006, p.7-8). 

Furthermore, the websites may have sections designated to inform people 
about possible future attacks or intents of performing attacks, as well as 
claims of responsibility for certain attacks. There may also be explicit 
images, videos or audio clips of attacks that were conducted by the terrorist 
group or organization and propaganda that glorifies such attacks in the 
name of the jihad (Fighel, 2007, p.35). Overall, the terrorist group or 
organization clusters their information and make it very appealing to the 
public who browses through their websites, as they promote their cause as 
a genuine one that desires the achievement of a greater good, and claim to 
have the right purposes when conducting such attacks. This information is 
misleading people into believing their rhetoric, therefore being indoctrinated 
into supporting a terrorist group or organization and later on, integrating 
such group or organization. In particular, ISIS has been known for 
monitoring the Internet and the media in order to ensure its dominance on 
the cyber sphere as the most prominent promoter of the radical ideology 
(Mazzetti & Gordon, 2015, cited in Cohen-Almagor, 2017, p.56). 

When it came to Al-Qaeda, it is important to stress that this organization 
valued the process of new recruits profoundly learning the methodology and 
the processes of conducting terrorist attacks, including assassinations. It is 
known that there is a purposeful targeting of public figures, government 
officials and soldiers, which inflicts a higher feeling of fear and fright among 
the people, when in comparison with regular bombings and mass killings. It 
is also curious to point out that the online presence of terrorist groups or 
organizations led to lone wolf terrorists, which were defined as terrorists who 
acted solo, without being recruited into a specific group or organization. 
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These could begin their terror journey by relying on the content that terrorist 
groups such as Al-Qaeda provided for them, as they had access to videos, 
literature, manuals, websites and chat forums where they could discuss their 
plans for future attacks. In the Dark Web, one could find the most 
comprehensive resource about the conduction of terrorist attacks, and that 
would be Al-Qaeda’s Inspire magazine (Anderson, 2020, p.16). 

3. Presence of Terrorist Content Online 

When addressing the vast content that relates to terrorist activity online, it is 
important to attend to the audience that is encompassed. On that account, 
there have been observations concerning Google searches for certain 
keywords, and it has pointed out that the expression “how to make a bomb” 
was looked up 1,830,000 times, “Salafi publications” was looked up 46,200 
times and “beheading video” was looked up 257,000 times (RAND, 2013, 
p.3). 

As we have seen throughout this working paper, sharing knowledge online 
is a very common practice for terrorists, but the usage of the cyber platforms 
goes beyond that. The Internet is used to look for public transport routes 
and timetables, maps of building sites, their opening times, and so much 
more. In fact, even systems such as Google Earth are used to plan terrorist 
operations, as it covers the vast majority of the globe (Cohen-Almagor, 
2017, p.55).  

The Internet also provides the perfect opportunity for terrorists to train new 
recruits, even if it’s only virtually. This happened with Al-Qaeda, when the 
Americans decided to shut down their terrorist training camps in 
Afghanistan. This resulted in the fighters proceeding to conduct the training 
sessions online. This shows another way of how valuable the Internet is for 
the terrorist organizations, as it provides a platform not only for recruitment, 
but also for coordinating operations and attacks as well as to train recruits 
(Weimann, 2006, p.14). The Internet ended up being called an “online 
terrorism university”, as it made it possible to learn “alone, or with other 
brothers” in specific training programs that were meant to prepare people for 
attacking other countries (Weimann, 2006, p.15). When it comes to using 
the cyber ground as a training field to prepare newly terrorists to combat, it 
is a highly common practice. These training videos include discussions on 
fitness, ninja arts, proper uniform, and communication techniques, such as 
usage of GPS (Cohen-Almagor, 2017, p.61). 

Besides this, there were online magazines produced by terrorist groups and 
organizations that acted as an instructions manual for new recruits. 
Therefore, Al-Qaeda’s Inspire magazine and Islamic State’s Dabiq provided 
to their readers an alternative perception of the world that acts as a way to 
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mold their perspective and incite mobilization among them for the jihad 
(Ingram, 2017, p.358). Inspire struck the attention of national security 
officials through an article titled “Make a bomb in the kitchen of your mom” 
(Ingram, 2017, p.358), which shows the type of content the magazine 
produced. 

When taking into consideration the presence of terrorism online, there are 
some collected data that show the significant amount of websites, forums, 
chat rooms and so on. The “Dark Web” project led by the University of 
Arizona tracked terrorist and extremist content online and found around 
50,000 websites, discussion forums, chat rooms, blogs, Yahoo user groups, 
sites to share videos, social networking sites and virtual worlds. Amongst all 
these different types of platforms, there is a high concentration of terrorist 
content, namely videos of beheadings and suicide attacks, as well as 
training manuals for new recruits and speeches by leaders of terrorist 
groups or organizations (Mantel, 2009, p.130). 

Additionally, terrorist groups or organizations are also known to be using 
social networking websites in order to purchase weapons, as there are 
online arms bazaars online on platforms such as Facebook, where there is a 
great variety, from handguns and grenades to heavy machine guns and 
even guided missiles. These bazaars are mostly common in regions where 
the Islamic State has a strong presence (Chivers, 2016, cited in Cohen-
Almagor, 2017, p.61). It has been reported a high number of attempts to 
transfer missiles, heavy machine guns, grenade launchers, rockets and 
rifles through Libyan Facebook groups since 2014, as unregulated and 
illegal transfer plans (Jenzen & Rice, 2016, cited in Cohen-Almagor, 2017, 
p.61). 

Furthermore, it is also important to stress that Al-Qaeda often times 
benefited off of the Internet through raising funds, as they have depended 
heavily on donations from people at home for their global fundraising 
network was built upon charities, nongovernmental organizations and 
financial institutions that use websites and chat rooms and forums to solicit 
and gather funds (Weimann, 2006, p.15). 

As I have previously stated, and to sum up the idea I am trying to describe, 
the Internet is used by terrorist groups and organizations with different 
purposes. In the first place, one can point out that online platforms are a 
way for terrorists to conduct research and ensure communication among 
members. This was for instance shown on September 11, 2001 where the 
terrorists who attacked the World Trade Center in New York City and the 
Pentagon in Washington had used the Internet in order to research flight 
schools, coordinate their plan of action and gather the flight information that 
was necessary to conduct the attacks. Besides this, terrorist groups use the 
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Internet as a platform for training purposes, which has been exemplified by 
the Global Islamic Media Front, a great propaganda campaign of Al-Qaeda 
that contained a series of training lessons about topics such as security, 
physical training, weapons and explosives. Moreover, the Internet is an 
adequate floor to conduct fundraising activities, as terrorist groups can use 
the Internet as a way of soliciting donations, an example being the 1997’s 
rebel Tamil Tigers of Sri Lanka stealing user IDs and passwords from 
Britain’s Sheffield University and using the e-mail accounts to send out 
messages asking for donations. Also, terrorist groups conduct serious 
media operations, which have been proven by the mastermind behind 
hundreds of bombings, kidnappings and killings in Iraq, Abu Musab al 
Zarqawi, before his death in 2006, having posted gruesome videos of 
terrorist operations, tributes immortalizing suicide bombers and an Internet 
magazine offering religious justifications for his actions. Finally, the most 
prominently observed and described throughout this article remits to the 
processes of radicalization and recruitment. This has been shown through 
many theoretical contributions, but a practical example dates back to 2006, 
when an Illinois resident Derrick Shareef pleaded guilty to attempting to 
acquire explosives to blow up a local mall. Although he was not part of a 
terrorist organization, this is an example of lone-wolf terrorism, as this man 
claims that he was inspired by violent videos downloaded from a Web site 
linked to al Qaeda. Thus, this shows the impact that the information that is 
disposed by terrorists on the Internet can turn random people into a serious 
danger for civil society in general (Mantel, 2009, p.130). 

Final Considerations 

On a concluding note, it is essential to reinforce the idea that terrorist groups 
or organizations seize the opportunity to radicalize people through their 
consistent presence online, as their cyber activities result in a permanent 
incitation of hatred, intolerance and hostility towards different groups in 
society. As these negative feelings build up, new recruits feel the need for a 
platform in which they are free to express their anger, which combines with 
the terrorist group or organization’s desire for terrorist attacks to be 
completed, as these are perceived as an effective answer for the contempt 
against non-believers (Adelaja & George, 2020, p.43; Yasin, 2011, p.7). 

Through the strong belief of Islamic faith, terrorist groups or organizations 
welcome new recruits with a fresh sense of belonging to a group which 
makes them feel validated and important. It is then very easy for terrorists to 
convince new recruits to engage in various acts of severe violence that put 
not only other people’s lives at risk, but including their own. Every terrorist 
attack is believed to be the clearest and most direct expression of their 
commitment to the jihad. 
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The dissemination of propaganda acts, training manuals and official 
communications in the cyber networks of terrorist groups or organizations 
has significantly marked the way people are radicalized and recruited into 
becoming terrorists. This shows that what takes place in the cyber realm 
should be taken extremely seriously as the propagation of several jihadist-
inspired beliefs can lead to an increase of the risk associated with the threat 
of terrorism. 

As I have shown throughout the present working paper, the way terrorists 
can benefit off of the Internet sphere is reflective of the major impacts that 
the online world can have on real life events that can end up victimizing 
several people. The relationship between terrorism and the Internet is in a 
constant state of change, as there has been a progressive work done 
related to the regulation of the cyber sphere when it concerns the spread of 
terrorist content online, with many organisms whose work revolve solely on 
countering the presence of terrorist information online, through cyber 
security operations. Although there has been incredible major advances in 
counterterrorism, namely in the prevention of terrorist attacks and the 
society as a whole should be extremely grateful for such achievements, the 
world is still nowhere near the exclusion of terrorism as one of the greatest 
threats we face. 
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